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NETASQ SSL VPN  
For F200, F500, F1000, F2000 and F5000 UTM appliances (1) 

 
 
NETASQ UTM appliances are purpose-built network security appliances that combine Real-Time Intrusion Prevention, 
Firewall, IPSEC & SSL Virtual Private Networking (VPN), Advanced Content Filtering, Antispam and embedded 
Kaspersky Antivirus. Based on NETASQ’s revolutionary ‘ASQ’ in-line Intrusion Prevention Technology, all NETASQ UTM 
appliances ensure the highest level of security.  SSL VPN functions are present by default on F200, F500, F1000, F2000 and 
F5000 NETASQ appliances.   
 
 

Highlights  
 

�    No need for additional equipment  
�    Centralized security management  
�    Built-in solution: better security  

�    Full network access  
�    Thorough and precise logging of user behavior  
�    Easy installation and management 

 
 
Built-in SSL VPN guarantees mobile users secured 
connections to network resources simply by using a web 
browser.  NETASQ’s SSL VPN solution is neither 
expensive to install nor complicated to configure.  
Moreover, remote users can connect from multiple 
platform types and the solution can be used with different 
operating systems.   
 
This approach provides several 
advantages  over typical SSL 
systems: 
 
����  No need for additional 
equipment: NETASQ products 
from F200 onwards (F200, 
F500, F1000, F2000 or F5000) 
are able to function as NETASQ 
SSL VPN gateways, thereby 
avoiding interoperability issues 
with third-party providers and 
reducing management expenses 
by doing away with the multiple 
software and hardware 
contracts.  
 
 
����  Centralized Security Management: The combination 
of SSL VPN with IPSec VPN, authentication, intrusion 
prevention and other security functions lets administrators 
manage their company security policies centrally.  By 
incorporating SSL technology into its UTM appliances, 
NETASQ makes its security solution very flexible and 
easy to manage.  
 

����  Better security: By integrating SSL technology into its 
UTM appliances, NETASQ is able to outdo solutions 
developed by its competitors in the SSL field, as ASQ, its 
multi-layered intrusion prevention technology, can analyze 
encrypted SSL traffic in real time.  
 

����  Multi-application Network 
Access: Apart from authorizing 
encrypted access to web 
services such as webmail and 
the intranet, NETASQ’s SSL 
solution also encapsulates 
other applications via Java 
applets, providing users with 
full application support. 
 
����  Easy installation : SSL 
VPN can be accessed on 
products in version 6 once the 
appropriate license has been 
downloaded.   
 
 

Prerequisites  
“NETASQ SSL VPN” 
 
�    F200, F500, F1000, F2000 and F5000(1) appliances 
�    UTM appliances in version 6.x 

 
 

NETASQ UTM appliances have been built around a unique real-time intrusion prevention technology: ASQ (Active Security 
Qualification). ASQ provides context-based intrusion prevention by analyzing traffic from network up to application layer, while applying 
multiple methods to identify and block malicious traffic. ASQ uses classes of attacks guaranteeing superior accuracy to protect against 
zero-day threats at wire speeds of up to 2 Gbps. This unique concept, linked to hardware specifically designed to provide next-generation 
intrusion prevention, allows NETASQ UTM appliances to provide real-time application layer intrusion prevention without degrading 
system performance. 

 


